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Attached you will find the following documents to assist you in complying with HIPAA’s Privacy Requirements for your Human Resource Department:

1. Sample Privacy Policy

2. Sample Job Requirements for Privacy Officer and Employees

3. Requirements for Privacy Training

4. Sample Confidentiality Agreement 

5. Sample Authorization and Disclosure for Specific Instances

6. Sample Business Associate Agreement

7. Sample Notice of Privacy Rights

Although employer records have been exempted from the Privacy Requirements of HIPAA, human resource professionals and organizations may encounter a need to use Personal Health Information in such a way that is NOT exempted from the law, as explained in the HIPAA Legal Update.  Further, even though an employer’s employment records may not be exempt form HIPAA, many health insurance carriers and health care providers will not provide information to cooperate with an employer if these safeguards are not put into place.

Therefore, putting such measures into place before the need arises is critical.

You should therefore take the sample documents included in this packet and customize them to meet your needs.  

As always, everyone’s situation is different and these forms cannot act as legal advice.  Should you desire advice on how to use these forms if a question arises, or if you would like for me to review your final version, please feel free to give me a call.


HIPAA PRIVACY COMPLIANCE DOCUMENTS

1. Sample Privacy Policy

Covered organizations must draft and adopt a “Privacy Policy” and disseminate this information to anyone on whom it maintains PHI records.  Please review this policy to see if revisions need to be made to fit your practices and situation.  The basic requirements of HIPAA have been included…although customization may be needed. 

The Privacy Policy statement should be signed by the organization’s chief executive officer.  Therefore, this policy should be included in the organization’s Policy Manual and endorsed by the CEO. 

2. Sample Job Requirements for Privacy Officer and Employees

Any organization that has access to any Protected Health Information must appoint a company “Privacy Officer.”  For the employees, that will probably be the Director of Human Resources, Office Manager or Chief Administrator.  The duties of the Privacy Officer should be outlined in a job description.  You will find in the first part of this sample document the basic Job Description Requirements for the organization’s “Privacy Officer.”

On page 2, you will find a very short section that should be inserted into everyone’s job description whenever they are next updated.  It simply requires employees to comply with the Privacy Policy.

3. Requirements for Privacy Training

Training the organization’s staff on its “Privacy Policy” and its procedures is a specific requirement of the Privacy Rule.  You should devise a short training program for your entire human resource staff and anyone who has access to Personal Health Information that includes all of the items on this list.

1. HIPAA’s Privacy Rule,

2. HIPAA’s penalties for non-compliance,

3. A review of the organization’s privacy procedures.

4. The forms and disclosures used by the organization for compliance,

5. The system the organization has adopted for documenting compliance. 

It is also important to document all of the training staff members receive regarding HIPAA by stating the topics covered and individuals who participated.

Employees who do not have access to PHI records should be trained regarding the organization’s Privacy Policy and their rights under the law.

4. Sample Confidentiality Agreement

Anyone who has access to Personal Health Information should endorse a Confidentiality Agreement.  This document should then be filed in their personnel file.  

It is also a good idea to have anyone who has access to medical or other types of confidential information to endorse a Confidentiality Agreement.

5. Authorization and Disclosure Agreement for Specific Instances

Other areas of the law affect the HIPAA Privacy Requirements.  Specifically, in order to obtain information from health care providers so the organization might determine an employee’s ability to return to work, what accommodations he/she may need to return to work under the ADA, his/her coverage under the ADA or FMLA, an Authorization and Disclosure form will be needed.  This form should be made part of your FMLA/ADA documentation packet. 

Also, since Substance Abuse Testing and “Fit-To-Return-To-Work” medical examinations are covered under HIPAA, this release should be endorsed by employees BEFORE these examinations and testing occurs.

This form should therefore be loaded into your computer system and used when needed.

6. “Business Associate Agreements”

Human resources should also identify all of the organization’s “business associates” who receive protected health information (“PHI”) from or on behalf of the plan.  The organization’s TPA, broker or an attorney could be business associates.  (In short, a “business associate” is anyone who will view this Personal Health Information … but is not an employee of the organization.)  Once these business associates are identified, the organization must have them execute a “business associate contract” before it discloses any PHI to them.  

7. Notice of Privacy Rights

If an employer views any type of protected health information (“PHI”) from or on behalf of the plan, then the employer must provide its plan participants with a “Notice of Privacy Rights.”  One option is to have the health carrier include the employer’s name on the “Notice of Privacy Rights” it sends to the plan participants.  If the carrier refuses…insist.  Otherwise, the organization will have to send its own “Notice Of Privacy Rights” to its plan participants. 

It is important to note that this notice must be provided to the PLAN PARTICIPANTS…NOT JUST THE EMPLOYEES, which is the same as with COBRA.

With any luck at all, you will not need to use the notice I have provided you with in this packet since your carrier will include your name on the notice it is required to send.
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