PRIVACY POLICY

I. INTRODUCTION

A. Privacy Rights and Coverage

Employees have certain privacy rights under law (Americans With Disabilities Act of 1990, Family and Medical Leave Act of 1993, the “Privacy Requirements” of the Health Insurance Portability and Accountability Act of 1996 (HIPAA), etc.)  Although the HIPAA Privacy rules exclude employment records maintained by an employer, this organization has adopted many of the safeguards to ensure the protection of Personal Health Information. 

This policy applies to all employees and his/her covered dependents, which will be referred to as a “covered person.”

This Privacy Policy describes how information regarding a covered person may be used and disclosed, as well as how covered persons may gain access to this information. 

B. Personal Health Information Defined

Personal Health Information (“PHI”), which for the purposes of this policy, refers to all medical, mental, dental, vision, and benefit records, or other data that contains any type of health-related information that identifies the individual by either name, social security number, birth date, license plate numbers, address, age, etc. that is either stored or transmitted by the organization in any form, such as electrical, paper or oral transmission.

II. HEALTH INFORMATION RIGHTS 

Although any covered persons’ Personal Health Information records are the property of the organization, covered persons may have the right to: 

1. Request a restriction on certain uses and disclosures of this information,

2. Obtain a copy of the notice of information practices upon request, 

3. Inspect and copy Personal health Information records,

4. Have the Personal Health Information records amended if they are inaccurate, 

5. Obtain an accounting of any disclosures that have been made regarding the distribution of a covered persons’ Personal Health Information,

6. Request that Personal Health Information be communicated by an alternative means or to alternative locations and 

7. Revoke any authorization to use or disclose Personal Health Information, except to the extent that action has already been taken. 

III. THE ORGANIZATION’S RESPONSIBILITIES 

This organization will: 

1. Maintain the privacy of a covered person’s Personal Health Information, 

2. Provide covered persons with a notice as to the organization’s legal duties and privacy practices with respect to the Personal Health Information that is collected and maintain on covered persons, 

3. Abide by the terms of this Privacy Notice, 

4. Notify covered persons if the organization is unable to agree to a restriction made by a covered person,

5. Notify covered persons through the employee if the organization alters this policy, and

6. Accommodate reasonable requests covered persons make to communicate their Personal Health Information by alternative means or at alternative locations. 

IV. SAFEGUARDS TAKEN TO PROTECT PERSONAL HEALTH INFORMATION

In order to protect covered persons’ Personal Health Information, the organization has: 

1. Secured the files and information that contains Personal Health Information,

2. Limited access to Personal Health Information to specific organization officials and has trained these individuals regarding the procedures adopted to protect this information, the organization’s Privacy Policy and their responsibilities in maintaining the confidentiality of this information, 

3. Required all members of the organization who have access to this Personal Health Information to endorse a “Confidentiality Agreement” in which they agree to maintain the confidentiality of this information, observe the security procedures established and follow the requirements of this policy, 

4. Required any “Business Associate” outside the organization to sign a “Business Associate Agreement” in which the Business Associate assures the organization the appropriate safeguards have been taken to secure this Personal Health Information,

5. Secured the electronic storage and transmission of this information with appropriate protections, such as with firewalls, etc.

6. Required that any misuses of Personal Health Information records or any disclosures that are inconsistent with the purpose for which it was provided will be reported to the organization’s Privacy Officer and/or the plan sponsor, which either is appropriate,

7. Provided covered persons with a notice as to the organization’s legal duties and privacy practices with respect to the Personal Health Information that is collected and maintain on covered persons and 

8. Adopted, implemented and agrees to abide by this Privacy Policy.

The organization reserves the right to change its practices and to make new provisions regarding all Protected Health Information it maintains.  Should the organization’s Privacy Policy change, the organization will make the most recent version available to all covered persons through the employee.

V. FOR MORE INFORMATION OR TO REPORT A PROBLEM

If any employee or dependent has any questions regarding this policy or the organization’s privacy practices and would like additional information, the employee or dependents may contact the organization’s Director of Human Resources at ________________.

If any employee or a covered dependent feels his/her privacy rights have been violated, they can file a complaint with the Director of Human Resources or with the Secretary of Health and Human Services at The U.S. Department of Health and Human Services at 200 Independence Avenue, S.W., Washington, D.C. 20201, Telephone at 202-619-0257 and Toll Free at 1-877-696-6775.

There will be no retaliation for filing such a complaint. 

VI. EXAMPLES OF DISCLOSURES

The organization may use Personal Health Information in order to maintain and administer its business operations, which includes, but is not limited to:

1. Complying with various state and federal laws, including, but not limited to Workers’ Compensation, OSHA, etc.,

2. Maintaining its benefit plans,

3. Determining an employee’s ability to perform the essential functions of his/her position,

4. Determining what reasonable accommodations may be necessary for an employee to perform the essential functions of his/her position, 

5. Determining which positions an employee may be reassigned to,

6. Determining what restrictions will be placed upon an employee’s work assignments, and

7. Determining an employee’s ability to return to work, etc. 

VII. OTHER USES OR DISCLOSURES

A. Business Associates

There are some services provided in our organization through contacts with business associates.  Examples include reviewing our health plans with consultants.  When these services are contracted, the organization may need to disclose the Personal Health Information of its employees and dependents to our business associate so that they can perform the job the organization has asked them to do.  In order to protect this Personal Health Information, the organization requires all business associates to appropriately safeguard your information. 

B. Workers’ Compensation

The organization may disclose health information to the extent authorized by and to the extent necessary to comply with laws relating to workers’ compensation or other similar programs established by law. 

C. Public Health

As required by law, the organization may disclose the Personal Health Information of you and/or your dependents to public health or legal authorities charged with preventing or controlling disease, injury or disability. 

D. Law Enforcement 

The organization may disclose Personal Health Information for law enforcement purposes as required by law, or in response to a valid subpoena. 

VIII. NOTICE OF CONFIDENTIALITY OF ALCOHOL AND DRUG ABUSE TESTING RIGHTS 

The confidentiality of alcohol and drug abuse testing records maintained by the company’s Substance and Alcohol Testing Program is protected by federal law and its regulations.  Generally, the program may not disclose to a person outside the program that a person participates in the program, or disclose any information identifying an employee or applicant as an alcohol or drug abuser unless: 

1. The patient consents in writing; 

2. The disclosure is allowed by a court order; or 

3. The disclosure is made to medical personnel in a medical emergency or to qualified personnel for research, audit, or program evaluation. 

Violation of the federal law and regulations governing this program is a crime.  Suspected violations may be reported to appropriate authorities in accordance with federal regulations. 

Federal law and regulations do not protect any information about a crime committed either at the program or against any person who works for the program or about any threat to commit such a crime. 

Federal laws and regulations do not protect any information about suspected child abuse or neglect from being reported under state law to appropriate state or local authorities.

IX. PENALTIES 

Violating the organization’s Privacy Policy will subject the individual to the organization’s Disciplinary Policy, which may include termination.

Criminal penalties can be enforced against individuals, including employees of a covered entity. The scope of activities subject to criminal prosecution includes individuals who obtain or disclose individual PHI "without authorization." 

HITECH clarifies that HHS or state attorneys general can pursue civil penalties in cases where criminal penalties could attach but the Department of Justice declines to pursue the case. Civil monetary penalties are mandatory where a violation due to "willful neglect" has occurred. 
HIPAA penalties are based on the level of the violation, with discretion given to HHS on the nature and extent of the harm. Penalties top out at $50,000 per violation with an annual maximum of $1.5 million for repeat violations of the same provisions. HHS is precluded from imposing civil penalties (except in cases of willful neglect) if violations are corrected within 30 days. 

HITECH expressly authorizes all state attorneys general to enforce HIPAA in federal district court. This provision gives attorneys general the power to enforce the law even if there is no state authorizing statute (but HHS reserves the right to intervene in the action). 
However, if the state attorney general brings the action, the penalties are the same as the former maximums under the preceding version of HIPAA - $100 per day, $25,000 annual maximum for repeat violations. 
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